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Chapter 26 

Exchange of Information between Tax Authorities: 
Structures and Recent Developments 

Roman Seer 1 

26.1. Introduction 

To Jörg Manfred Mössner belongs all the credit for establishing an academic 
movement in European, international and comparative tax law research. 
Starting in a small group witb colleagues such as Kees van Raad and Frans 
Vanistendael, he chartered tbe European Association ofTax Law Professors 
(EATLP), which gives academic scholars a perfect platform for discuss
ing and elaborating on essential tax issues with a cross-border-relevance. 
Besides the huge annual Congresses of the International Fiscal Association 
(IFA), which are dominated by tax practitioners of worldwide tax consulting 
firms and large companies, the annual EATLP Congresses give academic 
scholars the opportunity to share ideas.2 The author of this contribution has 
been deeply impressed and motivated by the international activities of Jörg 
Manfred Mössner, an inspiring example of a European tax professor in a 
rapidly globalizing world. Attempting to follow that example, the author has 
participated in every EATLP Congress since 2002 and has tried to contribute 
some of his own ideas in the environment of international and European tax 
law. One of these ideas is to raise awareness of the high relevance of tax 
procedure law for international taxation. The following contribution, dedi
cated to Jörg Manfred Mössner, is linked to two recent EATLP Congresses 
that dealt with information exchange between tax authorities.3 lt will give 
an overview of the development of international information exchange and 
raise some new issues that need to be discussed in depth. 

1. Chair ofTax Law and Director of the Institute ofTax Law and Tax Procedure Law, 
Ruhr University Bochum. 
2. The annual conferences are documented in the EATLP International Series, pub
lished by IBFD; 14 books have already been published. One example is Mössner (ed.), 
Taxation ofWorkers in Europe, vol. 6, 2010 (general topic of the Congress in Cambridge, 
2008). 
3. See Seer/Gabert (eds.), Mutual Assistance a11d Information Exchange (2009 EATLP 
Congress, Santiago de Compostela), EATLP International Tax Series, vol. 8,201 O; Marino, 
New Exchange of /11formatio11 versus Tax Solutions of Equivalent Effect (20 14 EATLP 
Congress, Istanbul), EATLP International Tax Series, vol. 14, 2015. 

453 



Chapter 26 - Exchange of Information between Tax Authorities: Structu res and 
Recent Developments 

26.2. Different legal bases of information exchange in tax 
matters 

26.2.1. Exchange of information on bilateral legal bases 

26.2.1.1. Information clauses modelled on article 26 of the OECD 

Model Tax Convention 

~The information clauses in bilateral double tax agreements are generally 
divided into so-called small and major information clauses. Small informa
tion clauses narrow the information exchange requirement to the accom
plishment of the agreement itself. Major information clauses contribute to 
the accomplishment of national tax law of the contracting states. Although 
article 26 of the OECD Model Tax Convention (OECD MTC) is the nego
tiating basis for the conclusion of new double tax treaties (DTTs ), at least 
between OECD member countries, small disclosure clauses are found pre
dominantly in older DTTs. However, the categorical classification of the 
DTT information clauses into small and major clauses cannot always be 
distinguished clearly; in fact, hybrid_ forms exist, as well as extensions. 

According to article 26( 4) of the OECD MTC (2005), the requested state 
must not disregard its domestic power of investigation based an claiming 
that it has no own fiscal interest in the requested information. Article 26(5) 
of the OECD MTC (2005) adds that a contracting state is not allowed to 
refuse the grant:ing of an information request solely because the informa
tion is owned by a bank or another financial institution or by an authorized 
representative or trustee. The OECD MTC (2005) takes on the distinction 
between the protection of banking secrecy and the protection of commercial 
secrets. While the protection of commercial secrets is necessary to sustain 
fair competition, banking secrecy may endanger competition through dis
torting signals (i.e. tax evasion and unfair competition between financial 
centres).4 Banking secrecy can basically be seen as a tool for states to main
tain a location advantage. 

On 17 July 2012, the OECD approved an update to article 26 of the OECD 
MTC and its interpretation. Article 26(2) was amended to allow the use of 
information received for tax purposes for non-lax purposes as well, pro
vided such use is allowed by the tax legislation in both states and the compe
tent authority of the supplying state authorizes such use. This used to be an 
optional provision, according to paragraph 4.3 of the arnended Commentary 

4. Seer, EC Tax Review 2013, p. 66 (67). 
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on Article 26 of the OECD MTC. Furthermore, the Commentary expanded 
the interpretation of the standard of foreseeable relevance (article 26(1)) 
and of the term "fisbing expeditions" to include a group of taxpayers not 
individually identified. Paragraph 5 of the Commentary states that a reason
able possibility for the relevance of the requested information has to exist 
at the time the request is rnade, but once the information is received, it is 
immaterial whether tbe information is actually relevant. If the requesting 
state has clarified the relevance of the requested information explicitly, the 
information must be provided.5 Requests for information cannot be declined 
solely because a final assessment of the relevance of the requested infonna
tion is still ongoing. However, speculative requests (fishing expeditions) are 
still explicitly excluded. 

The most significant amendment is the allowance for requests for info1ma
tion on a group of taxpayers (referred to in paragraph 5.2 of the Commentary 
on Article 26 of the OECD MTC), as there is no obligation to identify the 
group individually. Declining the request for information on the basis that it 
is not a fishing expedition will often be difficult, because the requesting state 
cannot refer to an ongoing investigation of a ce1tain taxpayer as a mere jus
tification.6 In most cases, this would lead to random or speculative requests. 
In order to fulfil the prerequisite of foreseeable relevance of the information 
and the request not being determined as a fishing expedition, the request
ing state must provide detailed information on the necessity of the request. 
This includes dcscribing the group and specific circumstances explicitly, 
explaining the applicable law and why there is reason to believe that the 
taxpayers in the group have been non-compliant with this law. Furthermorc, 
it has tobe shown that the requested information would lead to compliance 
by those taxpayers. Various countries have already interpreted article 26 of 
the OECD MTC to include group requests. However, for other countries, 
this represents a new interpretation. 

26.2.1.2. Tax information exchange agreements (TIEAs) modelled 
on the OECD MTC 

Beyond the OECD MTC, the OECD published a model agreement on fis
cal information exchange in April 2002 - the so-called Tax Infonnation 
Exchange Agreement Model Convention (TIEA MC). lt involves the 
exchange of fiscal information between OECD member counllies and tax 

5. Commentary onArticle 26 ofthe OECD MTC, para. 5. 
6. See Dourado, in Reimer/Rust (eds.), Klaus Vogel an Double Taxation Conventions, 
4th ecln., Kluwer Law International 2015,A,1. 26, para. 187 et seq. 
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havens identified by the OECD and represents a result of the "Harmful 
Taxation Project" initiative. Tue TIEA MC is not a binding instrument. lt 
can be the foundation for multilateral and bilateral agreements, whereby the 
agreement points out !hat it is not about traditional multilateral agreements 
but an integrated bundle ofbilateral agreements. Hence, it displays an exten
sion of the avail.able resources in information exchange. 

The introduction refers to the importance for information exchange of 
global compliance by financial centres with the standards based on the 
agreement. This could be a hint regarding the intended field of application 
of the TIEA MC. The designated disclosure type in article 5 of the TIEA 
MC is the request disclosure. Spontaneous provision of information and 
automatic provision of information are not regulated in article 5(1) of the 
TIEA MC, but following the opinion of the Commentary on the TIEA MC, 
they can be included in bilateral disclosure agreements if requested by the 
contracting parties.7 Furthermore, article 5 of the TIEA MC contains a !ist 
of specifications that a request dlsclosure should include. Regarding the 
individual request disclosure, the model agreement conforms to article 26 
of the OECD MTC. In accordance with article 6 of the TIEA MC, tax audits 
abroad are also genera\ly possible. Arti.cle 7 of the TIEA MC deals with 
reasons to withhold information. Here, the usuaJ clauses regarding informa
tion exchange can be found, for example the right to withhold information if 
the requested state could provide the desired infmmation only by violating 
national law or if the provision of information would contradict the pub
lic order of the requested contracting party. Moreover, company and com
mercial secrets are protected. Information held by banks or other financial 
institutions has tobe provided by both contracting parties. Accordingly, the 
distinction between the protection ofbanking secrecy and the protection of 
commercial secrets is also made in this model agreement. Concerning the 
type of taxes included in the agreements (regulated in article 3 of the TIEA 
MC), the Commentary on the TIEA MC states !hat bilateral agreements 
cover at least the categories of direct taxes (laxes on income or profits), 
capital and wealth laxes, and real estate, inheritance or gift laxes, unless the 
contracting parties waive the inclusion of one or more tax types.8 

Article 5(5)(a) to (g) of the TIEA MC also contains regulations conceming 
which written specifications information requests need to include. Among 
other things, the requesting state needs to identify the person who is subject 
to investigation; the tax purpose for which the information is requested; the 

7. Commentary on the TIEA MC, para. 39. 
8. ld., para. 9. 
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reasons for the assumption why the requested infonnation concerning the 
designated person is substantial for the execution of tax law in the request
ing state; and the reasons for the assumption that the requested informa
tion is either available for the requested contracting state or that a person 
within the jurisdiction of the requested state holds the information or has 
power of disposition. In addition, it needs to be explained in written form 
that the requesting contracting state has exhausted its available measures to 
obtain the relevant information within its territory. Tbe latter determines the 
principle of subsidiarity, which is common for information exchange. The 
requesting state has to name specified reasons for the request for informa
tion. The !ist of essential specifications of article 5(5)(a) to (g) ofthe TIEA 
MC forces the requesting state to formulate a precise and detailed request to 
be thought out weil in advance. The specification of the tax purpose results 
in a tax secret that provides a higher protection against a multiple usage or 

change of the original purpose than article 26 of the OECD MTC. 

26.2.2. Information exchange based on EU law 

26.2.2.1. From the EC Mutual Assistance Directive 77 /799/EC9 to 
the EU Directive on Administrative Cooperation (Council 
Directive 2011/16/EU of 15 February 2011) (DAC l)rn 

Information excbange between EU Member States is not only based on 
international law agreements. The progress of European integration led to 
an internationalization of economic processes. Al.ready in the 1970s, the 
restriction of investigative measures to the taxpayer's own country (accord
ing to the formal territoriality principle) resulted in difficulties for national 
tax administrations in controlling cross-border taxation and collecting the 
relevant taxes. This led to shortfalls in tax revenues and a distortion of 
the capital market, clearly harnpeiing competition. Hence, the function
ing of the European internal market was put at risk. The result was the EC 
Mutual Assistance Directive of 1977. Some 30 years later, the Commission 
considered that the Mutual Assistance Directive could no longer meet the 
present requirements for administrative cooperation. 11 The proposal for an 
EU Directive onAdministrative Cooperation (DAC 1) was endorsed by the 
Economic and Financial Affairs Council on 15 February 2011 and had to be 

9. Directive 77/799/EC of 19 December 1977, OJ EC No. L336, pp. 15-20. 
10. Council Direct:ive 2011/16/EU of 15.2.2011 on administrative cooperation in the 
field of taxation and repealing Directive 77/799/EC, OJ EU of 11.3.2011, No. L64/1. 
11. COM (2009) 29, Explanatory Memorandum, Context of the proposal, General 
context. 
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incorporated into national law by 1 January 2013. Its aim was to strengthen 
the cooperation between the tax authorities of the European Union12 by 
providing comrnon principles and rules. The directive gives a minimum 
standard for intergovernrnental cooperation on tax rnatters. 

DAC 1 is an important step towards effective administrative assistance 
and excbange of information. The following amendments of the former 
Directive 771799/EC can be emphasized:13 

the requirement of a central liaison office in every Member State with 
a centralized responsibility for the information exchange procedure 
(article 4(2)); 
the possibility to eannark liaison departments with the task of exchang
ing directly tax relevant information with the competent offices of 
othcr Mcmber States (article 4(3)); 
the standardization of the submission forms for the request of informa
tion according to standard computerized formats (artide 20); the use of 
these standardized formats is accompanied by regulations concerning 
the use of the Common Communication Network (CCN) in article 21; 
the setting of time limits for providing the requested information (art
icle 7(1): not later than 6 months; not later than 2 months if the re
quested tax authority possesses that information; article 7(3)-(6): spe
cific short-timed procedures of sending receipt, notifying request 
deficiencies or explaining the reason for the failure to submit the re
quested information); 
enlargement of the scope of spontaneous and automatic exchanges of 
information (articles 8 and 9); 
the abolishment of the limit of national bank secrecy by setting it out
side the scope of protected commercial, industrial or professional se
crets (article 17(4) and article 18(2)); and 
enabling and stimulating the presence of all parties' administrative tax 
officers (article 11) and simultaneous controls/audits by two or more 
tax authorities (article 12). 

These measures - already used successfully with regard to VAT14 
- will 

malce information exchange faster. Language still remains an issue for effi
cient information exchange between cooperating countries. Therefore, DAC 
1 states that requests for cooperation, including requests for notification and 

12. Supra n. 10, OJ EU No. L64, p. 2, para. 7. 
13. See Seer, supra n. 4, p. 69 et seq. 
14. See Council R~gulation No. 904/2010 of 7.10.2010 on administrative cooperation 
in the field ofVAT, OJ EU of 12.10.2010, No. L268/l. 
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attached documents, may be in any language agreed between the cooperat
ing parties (article 21(4)). 

26.2.2.2. From Council Directive 2003/48/EC of 3 June 2003 (the 
Savings Directive)15 to Council Directive 2014/107/EU of 
9 December 2014 (DAC 2)16 

Tue former EC Mutual Assistance Directive 77 /799/EC did not provide for 
a mandatory automatic information exchange system. In the field of cross
border financial transactions, the aim of the Savings Directive has been to 
make savi.ngs income in the form of interest payments accumulated by ben
eficial owners in one EU Member State who are fiscally resident in another 
Member State subject to effective taxation (article 1 of Directive 2003/48/ 
EC). For the first time in EU lax procedure law, the Savings Directive con
tained in a predefined number of cases a mandatory automatic excha.nge 
of information (AEOI) between the Member States (article 9 of Directive 
2003/48/EC). If the beneficial owner has been a resident of an EU Member 
State and the paying agent has been established in a different EU Membcr 
State, the minimum amount of information to be reported by the paying 
agent to the competent authority of its Member State of establishment shall 
consist of (article 8(1) of Directive 2003/48/EC): 

the identity and residence of the beneficial owner; 
the name and address of the paying agent; 
the account number of the beneficial owner; and 
the amount of interest paid or credited during the tax year. 

This information has to be transmitted at least once a year and within 
6 months following the end of the tax year of the Member State of the 
paying agent. This AEOI has been undermined by the narrow scope of the 
Savings Directive, which is limited to the taxation of savings income in the 
form of interest payments on debt claims, while excluding the taxation of 
pension and insurance benefits. 

Member States that exchange information pursuant to Directive 2003/48/ 
EC were not permitted to rely on limits to the exchange of information as 

15. Council Directive 2003/48/EC of 3.6.2003 on taxation of savings income in the 
form of interest payments, OJ EU of 26.6.2003, No. L157/38. 
16. Council Directive 2014/107/EU of 9.12.2014 amending Directive 2011/16/EU as 
regards mandatory automatic exchange of infonnation in the :field of taxation, OJ EU of 
16.12.2014, No. L359/l. 
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set out in the former Directive 77 /799/EEC. 17 However, Austria, Belgium 
and Luxembourg were al1owed not to apply the automatic exchange during 
a trausitional peiiod. Instead of the information exchange, these Member 
States levied a withholding tax at a rate starting at 15% and ending at 35% 
(since 1 July 2011) of the interest amount (m1icle 11 of Directive 2003/48/ 
EC). Since 1 January 2011, Belgium has taken part in the automatic infor
mation exchange and has no longer levied the withholding tax. Luxembourg 
bas followed this smne tax policy change as from 1 January 2015. Only 
Austria has still refused the AEOI on savings interest. 

Besides the field of interest taxation that has been covered by the Savings 
Directive, DAC 1 (see section 26.2.2.1.) has enacted anAEOI between the 
Member States for the following five predefined categories of income and 
capital (article 8(1) ofDAC 1) from 1 January 2014 onwards: 

income from employment; 
directors' fees; 
life insurance products not covered by other directives, such as Council 
Directive 2003/48/EC, mnended by Council Directive 2014/48/EU (see 
section 26.2.2.2.); 
pensions; and 
ownership of and income from immovable property. 

The Member States have to report the aforementioned information to the 
Member State of residence at least once a year, within 6 months following 
the end of the tax year of the Member State during which the information 
becmne available (article 8(6) ofDAC 1). 

Despite these further steps towards an AEOI in tax matters on the level of 
EU law, a wide range of cross-border financial investments and transactions 
were still not covered. In parallel, the US government exerted tremendous 
pressure on foreign financial industries by the so-called Foreign Account 
Tax Compliance Act (FATCA). FATCA requires foreign (non-US) financial 
institutions (FFis) such as banks, funds, certain brokers, trusts and trust 
companies to disclose details of all reportable accounts to the US Interna! 
Revenue Service (IRS). Reportable accounts are financial accounts main
tained by the FFI where the account holder is either a specified person 
(i.e. any individual who is a citizen or resident of the United Sates) or is a 
non-US entity with controlling persons that include one or more specified 
US persons. Controlling persons are individuals who exercise control over 
an entity. If the financial institution does not comply with this obligation, it 

17. See recital 16 of Council Direct:ive 2003/48/EC, supra n. 15. 
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has to withhold a tax of 30% of payments from US sources and transfer this 
tax amount to the IRS as from 1 July 2014. 18 If the foreign state concludes 
a so-called intergovernmental agreement (IGA) with the United States, 
financial institutions resident in this foreign state are treated as "compli
ant financial institutions" and are exempted from the US withholding tax. 
With the IGA, the foreign state accepts the AEOI as the common reporting 
standard (CRS) for foreign financial accounts. 19 As of 11 July 2016, 101 
States have signed an IGA typeA and 11 states have signed an IGA type B. 
All EU Member States, as weil as a number of other states featuring strong 
bank secrecy (like Liechtenstein and Switzerland), are affected by this new 
financial legislation. 

This US tax policy has been flanked by the OECD, which has published 
(21 July 2014) a Standard for Automatie Exchange of Financial Account 
Information in Tax Malters. Tue OECD standard includes two elements to 
secure a proper exchange of infonnation on financial accounts: 

a model agreement between the competent authorities of the contracting 
states on the automatic exchange of financial account information 
(AEFI) to improve international tax compliance (multilateral competent 
authority agreement (MCAA, see section 26.2.3.)); and 
a common staudard on reporting and due diligence for financial account 
information (common reporting standard (CRS)). 

As of 29 October 2014, 51 states have signed an MCAA based on the 
OECD MCAA standard.20 With this international standard for AEFI, the 
OECD sped up EU development on this matter. In order to guarantee a uni
fied common reporting standard between EU Member States, DAC 1 (see 
section 26.2.2.1.) had tobe adapted to this new worldwide standard. This 
was realized by Council Directive 2014/107/EU of9 December 2014 (DAC 
2). DAC 2 enlarges article 8 of DAC l by a new paragraph 3a that obliges 
each Member State to take the necessary measures to require its financial 
institutions to comply with the CRS. Tue CRS stipulates that the compe
tent authority of each Member State is obliged, as from 1 January 2016, 
to communicate via automatic exchange specific information on financial 

~ee secs. 1471-1473 US IRC: a US withholding agenthas to deduct and pay 30% 
of the payments to non-compliant foreign financial institut:ions. . 
19. See the detailed list of IGAs, different:iated into a bilateral type A and a umlateral 
type B, at http://www.treasury.gov/resource-center/tax-policy/treat:ies/Pages/FATCA. 
aspx (accessed 11 July 2016). See also Parada, lntergovernmental Agreements and the 
Implementation of FATCA in Europe, World Tax Journal 2015, pp. 201-240. 
20. Meanwhile, the total number of signatories has increased to 83; see OECD, Global 
Forum on Transparency and Exchange of Informationfor Tax Purposes, Automatie Exchange 
of FiMncial Account Information, updated 28 June 2016. 
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accounts to any other Member State. For Austria, this obligation will start 

on 1 J anuary 2017. 

At the same time, the narrower Savings Directive became useiess. Therefore, 
it was repealed by Council Directive 2015/2060/EU of 10 November 2015.

21 

Furthermore, the intermediate arnendment of the Savmgs Drrecllve by 
Council Directive 2014148/EU of 24 March 201422 did not come into force. 

26.2.2.3. Council Directive 201512376/EU of 8 December 2015 
(DAC 3)23 and Council Directive 20161881/EU of 

25 May 2016 (DAC 4)24 

DAC 3 is a consequence of the so-called Luxembourg Leaks scandal and 
enlarges the mandatory AEOI on advance cross-border rulil)gs (ACBRs) 
and advance pricing agreements (APAs). The scope of DAC 3 1s far-reach
ing. It covers not only ACBRs that set regulatory law but also ACBRs that 
only interpret statutory law (articlel(l)(b) ofDAC 3). DAC 3 folfows a two
step approach. As a first step, each Member State has to automallcally send 
basic information aboutACBRs andAPAs to all other Member States. Tiris 
gives the other Member States the opporllmity to further examine whether 
an ACBR or APA affects its financial interests and 1ts nallonal tax law. 
After tbis evaluation of the basic data transrrritted, in a second stepi each 
Member State may have the ability to request further information in particu
Jar cases. Tuis approach combines AEOI on general tax-risk-related matters 
with the exchange of information on request in specific cases. All Member 
States are to adopt DAC 3 by national laws, regulations and administra
tive provisions by 31 December 2016. The European Commission_ shall by 
31 December 2017 develop and provide with techmcal and log1sllcal sup
port a secure Member State central directory where the given inforrnation 
will be stored with access available to all Member States. 

~ouncil Directive 2015/2060/EU of 10 November 2015 repealing Directive 2003/48/ 
EC on taxation of savings income in the form of interest payments, OJ EU L 301/1 of 

18.11.2015. 48/ 
22. Council Directive 2014/48/EU of 24 March2014 amending Directive 2003/ 
EC on taxation of savings income in the form of interest payments, OJ EU of 15.4.2014, 
No.L111/50. 
23. Council Directive 2015/2376/EU of 8 December 2015, amending Directive 2?11116/ 
EU as regards mandatory automatic exchange of information in the field of taxat10n, OJ 
EU L 352/1 of 18.12.2015. 
24. Council Directive 2016/881/EU of 25 May 2016, amending Directive 2.011/16/EU 
as regards mandatory autornatic exchange of information in the field of taxat10n, OJ EU 
L 146/8 of 3.6.2016. 
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DAC 4 implements, as a further means of achieving transparency, the multi
national country-by-country reporcing (CbCR) Standard (see section 26.2.3.) 
on the EU level. Multinational enterprise (MNE) groups with consolidated 
revenues of EUR 750 million or more have to report in an electronic for
mal certain data about their main business activities. The CbCR shall cover 
"aggregate information relating to the amount of revenue, profit (loss) 
before income tax, income tax paid, income tax accrued, stated capital, ac
cumulated earnings1 number of employees, and tangible assets other than 
cash or cash equivalents with regard to each jurisdiction in which the MNE 
Group operates" (see the new article 8aa of DAC 4 ). Further, DAC 4 stipu
lates that the communication take place within 15 months ofthe last day of 
the fiscal year (which begins 1 Januar-y 2016 or later) of the MNE group to 
which the CbCR relates. The national laws of the Member States have to 
be adapted by 4 June 2017. 

26.2.3. Information exchange on a multilateral basis 

Tue main multilateral legal source for information exchange on tax matters 
is the Joint Council of Europc/OECD Convention on Mutual Adminisu·ative 
Assistance in Tax Malters (the Joint Convention), signed in Strasbourg on 
25 January 1988.25 Tue objective of the Joint Convention is to enable each 
party to counter international tax evasion and to better enforce its national 
laws, while at the sarne time respecting the rights of taxpayers. Mear1while, 
all of the EU Member States and 37 further third states have signed and rati
fied the Joint Convention. The Joint Convention therefore applies to coun
tries that are outside the scope ofDAC (see sections 26.2.2.1. to 26.2.2.3.). 
In addition, administrative assistance under the Joint Convention covers all 
forms of compulsory payments made to governments, for exarnple to social 
security agencies,26 which are not covered by DAC. The arnending protocol 
of 27 May 201027 aligns the Joint Convention with the recent internation
ally agreed standard on the exchange of information for tax purposes, for 
exarnple by abolishing bank secrecy for tax pnrposes (article 21(4)). This is 
a sign that bank secrecy is no langer acceptable internationally. In addition, 
the amending protocol provides for the opening up of the Joint Convention 
to non-Council of Europe and non-OECD member countries. In this respect, 

25. CETS No. 127. 
26. Article 2(1)(b)(ii) of the Joint Convention enuroerates in the list of covered taxes 
"compulsory social security contributions payable to general government or to social 
security institutions established under public law". 
27. CETS No. 208. 
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the OECD hopes that the updated Joiut Convention will become a powerful 
instrurnent in countering offshore tax evasion. 

Based on the Joint Convention, a further important multilateral agreement 
was concluded to establish the global AEOI standard on financial account 
information (Automatie Exchange of Financial Account Information 
(AEFI)) on 29 October 2014 (MCAA l), already mentioned in the context 
ofDAC 2 (see section 26.2.2.2.). MCAA 1 has been followed by MCAA 2, 
of 27 January 2016, which 31 states signed to establish a CbCR standard. As 
of 30 Jnne 2016, 13 further states have joined MCAA 2. Tue CbCR standard 
of MCAA 2 matches with DAC 4 (see section 26.2.2.3.). 

26.2.4. Concurrences of the legal bases 

The variety of legal sources regulating international cooperation raises the 
question of concurrences between these legal sources. EU law is _superior 
to national legislation. EU law is also superior to the exchange of mforma
tion articles in tax treaties. Accordingly, EU Member States are bound by 
the principles of DAC (see sections 26.2.2.1. to 26.2.2.3.), as implemented 
into national law. This can result in overlaps/disagreements m relat:10n to 
the exchange of information involving articles in tax treaties, especially if a 
tax treaty only contains narrow information provisions that are not up to the 
standard of DAC. In these cases, the standard of DAC that is implemented 
into national laws of the Member States displaces the narrower informa
tion provisions of bilateral tax treaties. Only if the obligation in a tax treaty 
to provide information goes further than that prescribed by DAC 1 do the 
provisions of the tax treaty apply. In this respect, DAC prov1des a 1Il1Il1mum 
standard for the purpose of realizing the harmonized exchange of mforma
tion between EU Member States. From the perspective of the individual 
taxpayer and private institutions, that can lead to a more intensive intrusion 
into private legal rights, as confirmed by the irrelevance of bank secrecy as 
a former impediment to a cross-border exchange of information. 

Tue above-mentioned arguments also remain valid as regards the relationship 
between EU directives and multilateral sources like the Joint Convention. For 
exarnple, DAC (also in its last version, see section 26.2.2.3.) sets a minimrnn 
standard of information exchange in EU lax matters intemally !hat cannot 
be undercut by a multinational agreement. The European Commission only 
uses the infringement procedure of article 25 8 of the TFEU when a Member 
State does not implement the supremacy ofEU law as such. Thus, article 26 
of the DTT provisions and multinational agreements have little relevance in 
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the relationship between EU Member States compared to third countrics. In 
particular, TIEAs (see section 26.2.1.2.) are focused on tax haven states and 
not on EU Member States, to which the directive would apply. 

26.3. Different types of information exchange instrumeuts 

26.3 .1. Exchange of information on regnest 

Exchange of information on request describes a situation in which the com
petent authority of one state asks for particular inforrnation from the compe
tent authority of another state with a special tax case in mind. The requested 
information typically relates to an examination, inquiry or investigation of 
the liability of a taxpayer for specified tax years. The requested authority 
clarifies the relevant facts and transmits the information to the requesting 
state. Article 18(1) of DAC 1 and article 26(4) of the OECD MTC state 
that the requested authority should use its information-gathering rneasures 
to obtain the requested information, even though that state may not require 
such information for its own tax purposes. This can be classified as the pas
sive exchange of information, because the requesting state has no control or 
influence over the actions of the requested state. 28 This method of exchange 
of information is also passive from the point of view of the taxpayer, as the 
taxpayer cannot require the state of residence to use the mutual assistance 
procedures (MAPs). lt is a general subsidiarity principle oftax cooperation 
that a contracting party should use all means in its own territory to obtain 
the information before sending a request, except where this would give 
rise to disproportionale difficulties. This principle is also to be found in 
article 17(1) of DAC l andin the OECD Manual on the In1plementation of 
Exchange of Information Provisions for Tax Purposes (OECD Manual).W In 
general, a precondition for the supply of information is that the requested 
information is foreseeably relevant to the enforcement of the domestic laws 
of the requesting state. The fiscal authority checks incoming requests with 
respect to their relevance from the point of view of an ex ante observer. Thls 
means the authority does not investigate explicitly if the requesting state 
actually possesses no lax claim. In doing so, it is assumed that the reguest
ing state has already made use of its investigative powers to the full extent. 

A big step towards effective administrative assistance and exchange of infor
mation is the standardization of the submission of requests and information. 

28. See Hendricks, Internationale Amtshilfe, Diss., 2004, p. 188. 
29. OECD, Manual on lnfomwtion Exchange, 2006, Module 1, p. 2 et seq. 
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Article 20(1) and (3) of DAC 1 states that an information request or a spon
taneous provision of information (see section 26.3.2.) shall be sent using a 
standard form. TheAEOI (see section 26.3.3.) shall be sent using a standard 
computerized formal (article 20(4) of DAC 1). Tue standard form of the 
request has to contain specifics such as the identity of the person under 
examination and the tax purpose for which the information is sought (the 
same information has to be provided if information is requested under a 
TIEA, see section 26.2.1.2.). In addition, the requesting authority may, to 
the extent that it is known, provide the narne and address of any person 
believed to be in possession of the requested information, as weil as any 
element that may facilitate the collection of information by the requested 
authority. Tue use of standard formats is accompanied by regulations con
cerning the use of the CCN in article 21 of DAC 1. This will make the 
information exchange faster and is already being used successfully with 
regard to VAT. Another reason for less efficient information exchange 
between cooperating countries is lingwstically driven. Therefore, requests 
for cooperation, including requests for notification and attached documents, 
may be made in any language agreed to between the cooperating parties 
(article 21(4) of DAC 1). There exists no priority for a particular language. 

Pursuant to article 5 ofDAC 1, the requested authority shall cornrnunicate to 
the requesting authority any information referred to in article 1(1) ofDAC 
1 that it has in its possession or that it obtains as a result of administra
tive enquiries. The single central liaison office, liaison departrnents and the 
competent officials are also allowed to make and answer a request directly 
(article 4(6) of DAC 1). Tue requested authority takes care of the informa
tion request in the same way it provides information for national taxation 
issues (article 6(3) of DAC 1, the equivalence principle). Informationshall 
be provided as quickly as possible, and no later than 6 months from the day 
the request is received (article 7(1) ofDAC 1). 

26.3 .2. Spontaneous exchange of information 

Spontaneous exchange of information is the provision of information in a 
singular case to another contracting party that is foreseeably relevant to that 
other party and that has not been previously requested. According to the 
OECD, spontaneous exchange of information relies on the active participa
tion and cooperation of local lax officials.30 Article 9(l)(a) to (e) of DAC 
1 lists five circumstances in which the competent authority of a Member 

30. ld., Module 2, p. 3. 
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State must communicate the information referred to in article 1(1) of DAC 
1 to the competent authority of another Member State without prior request: 

(a) the competent authority of onc Mernber State has grounds for supposing 
that there may be a loss of tax in the other Member State; 

(b) a person liable to tax obtains a reduction in, or an exemption from, tax 
in one Member State which would give rise to an increase in tax or to 
liability to tax in the other Member State; 

(c) business dealings between a person liable to tax in one Member State and 
a person liable to tax in the other Member State are conducted through 
one or more countries in such a way that a saving in tax rnay result in one 
or the other Member State or in both; 

( d) the competent authority of a Member State has grounds for supposing that 
a saving of tax may result from artificial transfcrs of profits within groups 
of enterprises; 

( e) information forwarded to one Member State by the competent authority 
of the other Member State has enabled information tobe obtained which 
may be relevant in assessing 1iability to tax in the latter Member State. 

DAC 1 has the potential to enlarge the scope of spontaneous inforrnation 
exchange in Europe, since article 9(2) states that the competent auth01ity 
of each Member State may cornmunicate spontaneously to the competent 
authority of another Member State any information of which it is aware 
that may be useful to the competent authority of the other Member State. 
Identifying the existence of one of thc aforementioned circumstances 
requires remarkable efforts by tax officials who are acting without a spe
cific request. However, information exchanged spontaneously represents 
an effective tool for countering tax evasion and tax fraud, as it reports facts 
and information that another Member State could hardly autonomously 
detect. Spontaneous exchange of information, as an effective tool to light 
tax fraud, has increased rapidly in the European Union. Relating to the 
former Mutual Assistance Directive 771799/EC, 31 the Court of Justice of 
the European Union (ECJ) has ruled in favour of the obligation to spontane
ously exchange information.32 Article 10 of DAC 1 sets a time limit for the 
transmission of spontaneous inforrnation. Information shall be forwarded 
as quickly as possible, and not later than 1 month after it becomes available. 

31. See supra n. 9. 
32. NL: ECJ, 13 Apr. 2000, C-420198, W.N., para. 13. 
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26.3.3. Automatie exchange of information 

AEOI involves the systematic and periodic transmission of "bulk„ taxpayer 
infonnation by the source state to the residence state regarding various cat
egories of income. without a formal request being made.33 This, therefore, 
represents the continuous exchange of information between states. In con
trast to spontaneous exchange of information, AEOI is not based on a sin
gular case but, rather, infonnation referring to defined case groups is trans
mitted automatically. According to article 3(9) of DAC (in the last version 
amended by DAC 2-4): '"Automatie exchange' means the systernatic com
munication of predefined information without prior request, at pre-estab
lished regular intervals,.. AEOI can be classified as a means of cross-border 
risk rnanagement, as it offers the information rec:ipient state the poss.ibility 
to match the infonnation transmitted with the information contained in a tax 
declarat:ion or return.34 The most cost-effective way to process the inforrna
tion is to receive the foreign-source information in digital form, so that it can 
be fed into the recipient's tax database and automatically be matched against 
the income reported by taxpayers and, furthermore, can easily be transmit
ted to local tax offices if necessary. As already mentioned (see sections 
26.2.2.2. and 26.2.2.3.), AEOI has gained relevance in the world of interna
tional cooperation on tax matters, with the common standard an financial 
account information35 being adopted by the European Union." 

However, the recipient state is faced with the need to process a huge amount 
of data delivered by foreign states without prior specific risk examinations. 
The Member States have to ensure that the transmitted information be used 
iu a proper tax risk management framework and not simply be arcbived. To 
avoid the risk of accumulating huge data sets of unprocessed information, 
the competent authority of a Member State may indicate to the competent 
authority of another Member State that it does not wish to receive informa
tion regarding certain tax categories (see article 8(3) of DAC 2). Member 
States can use this provision to ensure that the data received through AEOI 
will be processed and evaluated by their national risk management systems. 

33. OECD Manual, supra n. 29, Module 3, p. 3. 
34. The function of an automatic exchange of information as a component of intema~ 
tional tax risk management is emphasized by Seer/Gabert, Steuer und Wirtschaft 2010, 
p. 3 (p. 10 et seq.). 
35. See OECD, Standardfor Information Exchange of Financial Information in Tax 
Matters-New single global standardfor the automatic exchange of infonnation benveen 
key authorities worldwide, 2014. 
36. See especially Directive 2014/107/EU (DAC 2), supra n. 16. 
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26.3.4. Concun·ences of the different types of information 
exchange 

Exchange of information on request always struts at the initiative of a state 
that is interested in securing its tax revenues and is therefore requesting 
specific information before another state has examined the case. From this 
perspective, spontaneous and automatic exchanges of i.nformation feature 
additional developments. Both instruments require activities by the Member 
State that transmits the information at its initiative. The requesting states 
decide what kind of information may be relevant to another Member State. 
International tax cooperation has progressed fmther, whereby states are pro
active and transmit useful infonnation. In general, TIEAs da not provide for 
the automatic sharing oftax infonnation (see section 26.2.1.2.). Thus, the 
new cornmon standard of automatic exchange of financial account informa
tion embodies a remarkable step towards proactive tax cooperation between 
countries, including former tax havens. 

Witb regard to the usefulness of the individual information types in fighting 
tax fraud and evasion, there is no hierarchy between the various forms, as 
each infonnation type is appropriate for pursuing a specific goal.37 Therefore, 
the interaction of the different information types is widely recognized as 
an adequate system for the purpose of shaiing/exchanging information on 
tax-related matters. Information an request and spontaneous information 
gathering are considered to be case-specific, as they contribute to reduce 
concrete risks. By contrast, AEOI contributes to reducing abstract risks. 
As already mentioned (see section 26.2.2.3.), the instruments of AEOI and 
single requests for infonnation 1nay be combined in a two-step approach. 

26.4. Legal protection of taxpayers 

26.4.1. Legal enterprise secrets 

Article 17(4) ofDAC 1 gives the Member States the right to refuse the pro
vision of information where it would lead to the disclosure of a commercial, 
industrial or professional secret or of a commercial process. Accordingly, 
article 26(3)( c) of the OECD MTC prohibits imposing on a contracting state 
the obligation "to supply information that would disclose any trade, busi
ness, industrial, commercial or professional secret or trade process". A trade 
or business secret is generally understood to irnply facts and circumstances 

37. Seer, supra n. 4, p. 72. 
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that are of considerable economic importance, that can be exploited prac
tically and the authorized use of which may lead to serious damage (e.g. 
may Jead to severe financial hardship).38 However, article 18(2) of DAC 
aud article 26(5) of the OECD MTC state that the provision of informa
tion shall not be refused solely because the information is held by a bank 
or other financial institution. This distinction makes sense, as the different 
secrets shall protect completely different issues. Enterprise secrets protect 
a country's companies, their inventions aud investrnents, aud they thereby 
strengthen economic competition. These secrets are part of the freedom to 
conduct a business (article 16 of the European Convention of Fundamental 
Rights (ECFR)), are often the result of this business aud are protected as 
(intellectual) property (article 17 of the ECFR). In contrast to this, bank 
secrets are not results of the business. They stand apart from this and can 
rather hinder the competent authority of a Mernber State determining the 
exact tax base of a taxpayer, because it does not get cornplete inforrnation 
regarding the relevant income. This lack of information supports lax fraud 
and evasion. Furthermore, investors tend to invest in countries where no 
such information has to be provided to their state of residence. In contrast 
to protecting enterprise secrets (as in article 17(4) ofDAC l), this leads to 
a negative influence in competition in the internal market. 

26.4.2. Personaldata protection by EU law and the ECJ 

Article 25 and recital 27 of DAC 1 clarify that all exchauge of information 
is subject to the provisions of irnplementing Directive 95/46/EC39 aud to 
Regulation (EC) No. 45/2001.40 Recital 28 adds that DAC 1 respects the 
fundamental rights and observes the principles which are recognized, in 

38. Commentary onArticle 26 ofthe OECD MTC, para. 19.2. 
39. Directive 95/46/EC of the European Parliament and of the Council of 24.10.1995 
on the protection of individuals with regard to the processing of personal data and on the 
free movement of such data, OJ EU of 23.11.1995, L28 l/3 l. Directive 95/46/EC will be 
repealed by the Regulation (EU) 2016/679 of the European Parliament and of the C?llllcil 
of 27 April 2016 on the protection of natural persons with regard to the_ processmg. of 
personal data and on the free movement of such data (General Data Protect10n Regulatmn 
(GDPR)) OJ EU of 4.5.2016, L119/l, with effectfrom 25 May 2018. 
40. R;gulation No. 45/2001 of the European Parliament and of the Council of 
18 December 2000 on the protection of individuals with regard to the processing of per~ 
sonal data by the Community institutions and bodies and on the free movement of such 
data, OJ EU of 12.1.2001, L8/1. 
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particular, by the ECFR. As part of primary EU law,41 article 7 of the ECFR42 

demands respect for private and family life. Article 8 of the ECFR refers 
to the protection of personal data. Article 8(2) of the ECFR specifies that 
"such data must be processed fairly for specified purposes and on the basis 
of the consent of the person concerned or sorne other legitirnate basis laid 
down by law. Everyone has the right of access to data which has been col
lected concerning him or her, and the right to have it rectified". Limitations 
on the exercise of the rights aud freedoms grauted by the charter have to be 
provided by law and have to respect the essence of those rights and free
doms. Subject to the principle of proportionality, limitations may be made 
only if they are necessary and genuinely meet objectives of general interest 
recognized by the Union or the need to protect the rights and freedoms of 
others (article 52(1) ofthe ECFR). 

This matches with the European Convention for the Protection of Human 
Rights aud Fundamental Freedoms of 4 November 1950 (ECHR).43 Under 
the heading "Right to respect for private and family life", article 8 of the 
ECHR provides: 

Everyone has the right to respect for his private and family life, his horne and 
bis correspondence. There shall be no interference by a public authority with 
the exercise of this right except such as is in accordance with the law and is 
necessmy in a dernocratic society in the intercsts of national security, public 
safety or the economic wellbeing of the country for the prcvention of disorder 
or crime, for the protection of health or morals, or for the protection of the rights 
and freedorns of others. 

Article 52(3)(1) of the ECFR provides that, as far as the EU Charter con
tains rights that correspond to rights guaranteed by the ECHR, the meaning 
and scope of those rights shall be the same as those laid down by the ECHR. 
Therefore, the ECHR sets on the level of the EU fundamental rights a kind 
of minimum standard, which cau be enhanced by EU law (see article 52(3) 
(2) of the ECFR). 

As part of secondary EU law, the Data Protection Directive 95/46/EC of 
24 October 199544 aims to protect the right to privacy with respect to the 
processing of personal data of natural persons. B ut the free flow of this data 

41. Article 6(1) of the Treaty on European Union of 13 Dec. 2007 (TEU), consolidated 
version, OJ EU of26.10.2012, C326/13. 
42. Charter of Fundamental Rights of the European Union, OJ EU of 26.10.2012, 
C326/39I. 
43. CETS No. 5. 
44. See supra n. 39. 
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shall neither be restiicted nor prohibited (article 1). Pursuant to article 3(1) 
of Directive 95/46/EC, the directive is applicable for the processing of per
sonal data, as defined in article 2(a), by automatic means. Personal data 
is detined as the information regarding identified or identifiable persons 
(identification by an identification number or other factors relating to his 
identity). In order to collect and process this personal data, a specified, 
explicit and legitimate purpose has to exist and the data has tobe adequate, 
relevant and not excessive regarding those purposes (article 6(l)(b) and (c) 
of Directive 95/46/EC). Processing of personal data is only allowed under 
the circumstances !isted in article 7 of Directive 95/46/EC. The relevant 
case here is stated in article 6(l)(e) and refers to the processing of data in 
order to fulfil a task carried out in the public interest or in the exercise of 

official authority. 

On these legal bases, the ECJ has made paramount decisions in recent years 
dealing with the area of data protection. In the joined cases of Schecke GbR 
and Eifert, the Grand Chamber of the ECJ45 exarnined whether the publica
tion of information on beneficiaries of agricultural aid on the website of 
agricultural state agencies violates (primary) EU law, although the publica
tion has been provided by EU regulations46 as secondary law to realize the 
principle of transparency and the concept of an "open govemment". At first, 
the ECJ secured that even EU regulations have to be assessed in light of the 
provisions of the EU Charter, which has, after article 6(1) of the TEU, the 
same legal value as the treaties. However, the fundamental right of personal 
data protection is not an absolute right but must be considered in relation 
to its function in society.47 Article 52(1) of the ECFR accepts limitations 
of fundamental rights, but any limitation on the exercise of the rights and 
freedoms recognized by the EU Charter must be provided for by law and 
respect the essence of those rights and freedoms. Subject to the principle 
of proportionality, limitations may be made only if they are necessary and 
genuinely meet objectives of general interest recognized by the Union or 

45.DE: ECJ (Grand Chamber), 9 Nov. 2010, Joined Cases C-92/09 and C-93/09, Vollu!r 
und Markus Schecke GbR and Eifert v. La.nd Hessen, (2010) ECR I-11063. . 
46. Council Regulation (EC) No. 1290/2005 of 21 June 2005 on ~he financ1~g of the 
common agricultural policy, OJ EU of 11.8.2005, L209/l; Counc1l Regulat10n (EC) 
No. 1437/2007 of 26 November 2007 amending Regulation (EC) No. 1290/2005 on the 
financing of the common agricultural policy, OJ EU 7.12.2007, L322/l; Comm1ss10n 
Regulation (EC) No. 259/2008 of 18 March 2008 laying down detailed 1;ule~ for ~e ap
plication of Council Regulation (EC) No. 1290/2005 as regards the p~bhcat10n of rnfor
mation on the beneficiaries of funds deriving from the European Agncultural Guarantee 
Fund (EAGF) and the European Agricultural Fund for Rural Development (EAFRD), OJ 
EU of 19.3.2008, L76/28. 
47. ECJ, supra n. 45, para. 48. 
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the need to protect the rights and freedoms of otbers. In the specific context 
of the right of personal data protection, data processing is only permitted 
fairly for specified purposes and on the basis of the consent of the person 
concemed or some other legitimate basis laid down by law (article 8(2)(1) 
of the ECFR). Regarding the personal scope of data protection, the ECJ 
differentiales between natural and legal persons. Legal persons deserve data 
protection only as far as the official title of the legal person identifies one or 
more natural persons.48 On the other hand, it is not relevant in this respect 
that the published data concerns activities of a professional nature.49 The 
publishing of the concrete amount of aid de1iving from the EU Common 
Agricultural Policy violates the fundamental right of data protection of the 
beneficiaries, because this amount represents part of their personal income. 

For the question of the justification of interference with the fundamental 
right of personal data protection, the ECJ examined the followino touch-b 

stones in a three-stage check:50 

(1) does a law exist that provides the interference of the fundamental right? 
(2) does a general interest exist that is accepted by EU law and may justify 

the limitation of the fundamental right? and 
(3) as one of the general principles of EU law, is the limitation of the fun-

damental right proportional in relation to the legitimate aim pnrsued? 

In the specific cases, the ECJ saw a disproportional public transparency. 
Tue principle of proportionality requires that measures implemented by 
EU acts are appropriate for attaining the objective pursued and do not go 
beyond what is necessary to achieve it. The ECJ has pointed out that it is 
necessary to determine whether the European Council and Commission 
balanced the Europem1 Union's interest in guarm1teeing the transparency 
of its acts and ensuring the best use of public funds against the interference 
with the right of the beneficim·ies concemed to respect for their private life 
in general and to the protection of their personal data in particular. The 
conrt has held in this respect that derogations and lunitations in relation to 
the protection of personal data must apply only in so far as they are strictly 
necessary. 51 The ECJ misses the consideration of the EU legislator to reduce 
the intrnsion into the personal data 1ights of natural persons by limiting the 
publication of data by narne relating to those beneficiaries according to the 
periods for which they received aid or the frequency or nature and amount 

48. Id., para. 53. 
49. Id., para. 59. 
50. ld., para. 66 et seq. 
51. ld., para. 77. 
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of aid received.52 However, finally, the ECJ reduces the requirements of 
proportionality for the limi tation of fundamental rights even of such legal 
persons as are titled by the name of a natural person. The ECJ argues that 
legal persons are already subject to a more onerous obligation in respect 
of the publication of data relating to them. Furthermore, the obligation on 
the competent national authorities to examine, before the data in question 
is published and for each legal person who is a beneficiary of aid, whether 
the name of that person identifying natural persons would impose on those 
authorities an unreasonable administTat:ive burden.53 

In two further cases, the Grand Charnber of the ECJ54 has taken the oppor
tunity to set limits on the retention of personal data generated or processed 
in connection with the provisions of Directive 2006/24/EC.55 The aim of 
Directive 2006/24/EC has been to ensure that data is available for the pur
pose of the investigation, detection and prosecution of serious crime, as 
defined by each Member State in its national law. The light against serions 
crime and terrorism is an objective of a general public interest.56 Such public 
interests have to be weighed against the offence to the fundamental right 
to privacy and the other rights laid down in articles 7 and 8 of the ECFR, 
measured according to the principle of proportionality, Due to article 7 of 
Directive 2006/24/EC, certain principles of data protection and data security 
must be respected by providers of publicly available electronic communica
tions services or of public communications networks so that the retention of 
data does not affect the essence of the fundamental right to the protection of 
personal data ensbrined in article 8 of the ECFR. According to article 5( 4) 
of the TEU, the content and form of Union action shall not exceed what 
is necessary to achieve the objectives of the treaties under the principle of 
proportionality. Under EU law, limitations to rights and freedom granted by 
the EU Charter have to genuinely satisfy an objective of general interest. 
According to settled case law of the ECJ, the principle of proportionality 
requires that actions of EU institutions shall be appropriate for attaining the 
legitimate objectives pursued by the legislation at issue and do not exceed 
the limits of what is appropriate and necessary in order to achieve those 

52. Id., paras. 81 and 84. 
53. Id., para. 87, citing the European Court of Human Rights, 2 Mar. 2009, 2872/02, 
K.U. v. Finland (HUDUC database). 
54. AU: ECJ, 8 Apr. 2014, Joined Cases C-293/12 and C-594/12, Digital Rights lreland 
Ltd. v. Kärntner La.ndesregierung and others. 
55. Directive 2006/24JEC of the European Parliarnent and of the Council of 15 March 2006 
on the retention of data generated or proce.<;sed in connection with the provision of publicly 
available electronic communications services or of public communications networks, OJ 
EU of 13.4.2006, L105/54. 
56. ECJ, supra n. 54, para. 42. 
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objectives. The decision of the ECJ of 8 April 2014 t t th 
1 · 1 . saes atc.ecu-and 

precrne ru es govermng the scope and application of the . . b 1 · d . . measure m questwn 
must e ai down and rrummum safeguards must be imposed so that the 
persons whose data has been retained have sufficient guarantees to effec
tively protect the!f personal data against the risk of abuse and against an 
unlawful access to and use of that data 51 lt furtherm tr th _Y - . · ore s esses at tlns 
:e:Jt1rement _18 i:nore irr~portant i:f the personal data is processed automati

. y and a s1gmficant nsk of unlawful access to !hat data exists. 58 The ECJ 
:;1sses clear and prec1se rules governing the extent of the inte1ference with 

e fundamental nghts enshrined in articles 7 and 8 of the ECFR. 

26.4.3. Specific needs of data protection against automatic 
exchange uf information 

r11: ~OI as a tool of international tax risk management in an abstractly 
e ne scope of cases (see section 26.3.3.) will grant the recipient states 

access to a !arge arnount of data of individuals. As article 25 and recitals 
27 and 28 of DAC _1 emphasize, each Member State has to observe the 
provrn10ns of D!fect1ve 95/46/EC as well as the fundamental rights of the 
md1V1dual taxpayer. A_rt1cle 6(1) of Directive 95/46/EC sets especially the 
followmg lm11tat10ns for collecting and processing personal data: 

- coll~ct.ton and processing of personal data are limited by specified ex
phc1t and legitimate purposes, and its further processing is bou;d to 
those purposes ( article 6(1 J(b)); 

collection and proc_essing of personal data have tobe adequate, relevant 
and not excess1ve m relatio~ to the pur_poses for which it is collected 
and/or further processed (article 6(l)(c)); and 

personal data shall be kept no langer than necessary for the purposes 
for _wh1ch the data was collected or for which it is further processed 
(art1cle 6(1)(d)). 

Article 12 of Directive 95/46/EC provides individuals a right of access 
to mformal!~n about the collection and procession of their personal data. 
How~ver, ~Jticle 13(l)(e) of D!fective 95/46/EC gives the Member States 
the discretwn _t~ restnct the scope of obligations and rights provided in 
:vour of md1v1duals ':hen such a restriction constitutes a necessary 

easure to safeguard an 1mportant financial interest of a Member State or of 
lhe European Umon, mcluding taxation matters, This exception shows !hat 

57. Id., para. 54. 
58. ld., para. 55. 
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the EU legislator considers national tax matters as a legitimate public inter
est for restricting the personal data rights of individuals. In the light of the 
aforementionedjurisdiction ofthe ECJ (see section 26.4.2.), the restriction 
has tobe set by parliamentary law and shall not go beyond !hat level which 
is necessary to pursue the public goal of tax supervision and enforcement. 
Article 25(2) of DAC 1, however, demands such restrictions to the extent 
required in order to safeguard the national tax interests. 

The bulk of cross-border exchanged personal data will rapidly increase after 
implementation ofDAC 2 (see section 26.2.2.3.) in Member States' national 
laws. The scope of automatically transmitted financial account lnformation 
will be by far broader than it has been before, according to article 8(1) of 
DAC 1. The European Commission's Expert Group on Automatie Exchange 
of Financial Account Information is concerncd that DAC 2 1nay violate 
preconditions set by recent ECJ rulings abont data protection (see sec
tion 26.4.2.).59 The AEFI Expert Group argues that one of the fundamental 
principles governing the legitimacy of the collection. of data is !hat indi
cia for incorrect behaviour of persons rnust exist. As these requirements 
are unalterable, data collections withont cause, at random, may simply be 

unconstitutional. 

However, AEOI is an instrument !hat is based only on general abstract risk 
management criteria. Therefore, it must be sufficient ü the transmitted facts 
(such as the name of the account holder, the account's balance or value and 
the total gross amount of interests or dividends) are potentiaJly relevant for 
the residence state of the account holder, Furthermore, the Member States 
have to gnarantee !hat the information transmitted is not just stored but is 
used in matching systems to verify the incoming tax returns as a part of 
the international tax risk management. An important uotification obligation 
is provided by the new article 25(3) of DAC 2. Bach Member State shall 
ensure !hat each reporting financial institution (RFI) under its jurisdiction 
informs each individual reportable person concerned !hat the AEFI relat
ing to him will be collected and transferred in accordance with DAC 2. 
Additionally, each Member State shall ensure that the RFI provides to !hat 
individual all information he is entitled to under its domestic legislation 
implementing Directive 95/46/EC in sufficient time for the individual to 
exercise his data protection rights and, in any case, before the concerned 
RFI reports the AEFI to the competent authority of its Member State of 
residence. The new article 25( 49) of DAC 2 gives a hint as to the maximum 

59. First Report of the Commission AEF1 expert group on the implementation of Directive 
2014/107/EU for automatic exchange of financial account information, March 2015, PP· 7 et 
seq. and 24-26. 
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safe-keeping period. Tue data shall be retained for no langer than necessary 
to achieve the purpose of DAC 2 and, in any case, in accordance with the 
domestic rules on statute of limitations. 

The AEFI Expert Group also points out the need for appropriate protection 
of the personal data transferred under AEOL However, DAC 2 does not have 
any effective mechanism to protect the data of account holders transferred 
outside of the European Union.60 An example of a good practice is offered 
by article 22 of the Joint Convention.61 This provision of secrecy demands 
the following: 

(1) Any infonnation obtained by a Party under the Convention shall be treated 
as secret in lhe same manner as information obtained under the domestic laws 
of that Party. or under the conditions of secrecy applying in the supplying Party 
if such conditions are more restrictive. 

(2) Such inforrnation shall in any case be disclosed only to persons or authori
ties (including courts and administrative or supervisory bodies) involved jn the 
assessment, collecting or recovery of, the enforcement or prosecution in respect 
of, or the determination of appea1s in relation to, taxes of that party. Only the 
per.sons or authorities mentioned above rn.ay use the information and thcn onl y 
for such purposes. They rn.ay, notwithstanding the provisions of paragraph 1, 
disclose it :in public court proceedings or in judicial decisions rel ating to such 
taxes, subject to prior authorisation by the competent authority of the supply
ing Party. Howcver, any two or more Parties may mutually agree to waive the 
condition of prior authorisation. 

[ .. ,] 
(4) Notwithstanding the provisions of paragraphs 1, 2 and 3, information re
ceived by a Party may be used for other purposes when such information may 
be used for such other purposes under the laws of the supplying Party and the 
competent authority of that Party authorises such use. Information provided by 
a Party to another Party may be transmitted by the latter to a third Party, subject 
to prior authorisation by the competent authority of the first-mentioned Party. 

Article 22 of the Joint Convention provides the international tax secret stan
dard by enlarging the national lax secret standard of the submitting state 
upon the information-receiving states. ConcmTently, it expresses the p1in
ciples of equivalence and reciprocity as general principles of international 
information exchange. These preconditions may be patterned to safeguard 
personal data protection between the Member States as well as in the rela
tionship to third countries. Tue EU standard of data protection has to be 

60. Id., p. 26. 
61. See section 26.2.3. 
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observed not only by each Member State but also by third countries that 
have been provided with personal data of a Member State of the European 
Union. Every EU citizen needs the confidentiality tobe assured that his per
sonal data will be transmitted to other fiscal authorities only for tax purposes 
and under the precondition of EU data protection. 

26.4.4. Effective procedural instrnments of legal protection 
of taxpayers 

The fundamental right of data protection is mainly reserved for natural 
persons (see section 26.4.2.). Legal persons deserve data protection only 
as far as the official titJe of the legal person identifies one or more natu
ral persons. This remains a severe lack of legal protection of legal entities 
whose business or commercial secrets are jeopardized by the exchange of 
information. Thus, article 17(4) of DAC is the key (see section 26.4.1.). 
Enterprise secrets are less jeopardized by AEOI but more so by spontane
aus exchange of information or by information transmittal on request The 
last-mentioned cross-border transmittals of information are always based on 
examinations in single concrete cases. The legal protection of the taxpayer 
still depends on the national laws in the Member States. In respect of incom
ing requests, we find a clear relationship between notification, consultation 
and intervention rights. National legislation of the Member States differs 
greatly in this respect. Member States with no notification rights, such as 
Belgium, Finland, Spain and the United Kingdom, do not have consnltation 
rights.62 ConsequentJy, if taxpayers are not aware of a request, they cannot 
intervene. In Member States without notification rights, taxpayers may only 
intervene when they "exceptionally" become aware of the request, e.g. when 
the tax authorities are not in the possession of the necessary information and 
have to request it. Tue right to interveue more or less depends on random 
events. Overall, it can be said that the level of taxpayer rights at this stage 
of the process of the exchange of info1mation depends on notification rights. 
However, taxpayer rights are only effective with regard to the legal protec
tion of taxpayers if they are informed of the request before the information 
is transmitted to the other state. In other circumstances, taxpayers have no 
possibility of appeal. 

In the OECD's opinion, national law can help to prevent mistakes and 
facilitate the exchange of information.63 Clearly, however, notification rights 

62. See Seer/Gabert, supra n. 3, pp. 23-54. 
63. Cormnentary on Article 26 of the OECD MTC, para. 14.1. 
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should not give rise to delays in the exchange of information or make it 
ineffective. lt is the task of the law, on the one hand, to protect the taxpayer 
and, on the other, to create rules that permit the effective and swift exchange 
of information between states. With regard to consultation rights, there are 
opinions of tax administrators who state that hearings may not have a posi
tive effect on the result of the investigation in all cases because, if taxpay
ers are warned in advance, they may be able to defeat the objective of the 
request by adopting counteractive measures. This may be the case for tax 
fraud investigations. Consequently, it is advocated tliat, in emergencies, a 
hearing should not take place, as tllis could endanger the exchange of infor
mation. Generally, extensive legal protection may block the exchange of 
infonnation. As a result, the public interest in the executable exchange of 
information must be balanced against the individual's rights to legal protec
tion. Accordingly, taxpayers must provide convincing evidence to verify the 
risk of violating their individual rights, e.g. with regard to enterprise secrets 
(see section 26.4.1. ). If there is no relevant likelihood that the tax authori
ties could use enterprise secrets for purposes other than lawful taxation, the 
information should be exchanged witbout delay. 

A highly developed instrument regarding legal protection is the preliminary 
injunction used by a court before a final judgment that prohibits the delivery 
of cross-border information. However, in most states, there are only less 
effective legal protections that, at least, provide for claims in respect of the 
daniage that a taxpayer has suffered as a result of violations of enterprise 
secrets. Compared to the legal protection with regard to inconling requests, 
the legal protection against the making of requests is less strong. In these 
circumstances, most states do not have any notification rights. 

Where the taxpayer's residential Member State intends to request another 
state regarding the taxpayer's ta," situation in that state, the EU-wide posi
tion of the taxpayer is weaker compared to incoming requests. Only a few 
Member States have notification rights compared to the situation for incom
ing requests, so there are virtually no Member States that have to inform 
the taxpayer regarding incoming requests. Consequently, taxpayers have 
very few rights with which to prevent a Member State of residence from 
requesting information from another state. However, it is a positive sign that 
some Member States first cooperate with the taxpayer and try to obtain the 
required information before sending a request to another Member State. In 
many cases, this can result in an effective and satisfying resolution of an 
issue. 
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26.5. Summary 

This contribution has sbown the high relevance of establishing a tax pro
cedure law in the international tax law context. Tue following results can 

be summarized: 

(1) 

(2) 

Exchange of information between national tax administrations is based 
on several. legal sources that can be distinguished in bilateral treaties, 
multinational conventions and EU law. Concerning EU Jaw in direct 
taxation matters, the OECD standard is defined by the Directive on 
Administrative Cooperation in direct taxation (DAC 1). Besides the 
Savings Directive of 2003, DAC 1 has taken the first step to an auto
matic exchange of information (AEOI) standard in five predefined 
groups of tax-relevant facts. Ilowcvcr, the DAC 1 standard, applicable 
from 1 January 2014, has been overruled in a very short time by the 
rapid development of Foreign Account Tax Compliance Act (FATCA) 
agreements and the multilateral establishing of a further standard of 
automatic exchaoge of financial account information (AEFI). Thus, 
DAC 2 has adopted the common standard on reporting and on due 
diligence for financial account information, applicable from 
1 January 2016. DAC 2 sets an automatic exchange of information of 
financial accounts in a much wider range than the forrner Savings 

Directive. 

We have to differentiale fundarnentally between three types of informa
tion exchange instruments: information exchange on request, spontane
ous exchaoge of information and automatic exchange of information. 
Between these types, no clear hierarchy exists, because they are all part 
of an effective international tax-risk management and all have a specific 
function. Information exchange on request and spontaneous exchange 
of information are both tools that are focused on single cases after an 
(at least first) examination. Spontaneous exchange of information is a 
further action that is taken by a tax administration not in favour of its 
own state but in favour of a foreign state. In contrast to this, AEOI and 
the AEFI are measures of an abstract general tax risk management, 
since they are focused on a multitude of predefined cases without a 
concrete suspicion of a violation of tax law or tax lasses. In light of this 
difference, it may be possible to combine these instrurnents by estab
lishing an AEOI system to give the recipient state the possibility to 
make a further request in a single case. This two-step approach 1s 
now part of the new directives DAC 3 and 4 regarding tax rulings and 
conntry-by-country reporting (CbCR) to achieve transparency. 
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(3) The intensifying of exchange of information between national tax ad
rninistrations triggers the call for an effective legal protection of af
fected taxpayers. EU legal sources provide a legal protection of per
sonal data of natural persons by primary law (article 8 of the ECFR) as 
well as by secondary law (Directive 95/46/EC and, in advance, the 
General Data Protection Regulation (GDPR) of 17 April 2016). 
Meanwhile, the ECJ has ruled in several cascs regarding the data pro
tect:ion of individuals. Intrusions on data protection rights have to be 
founded by parliarnentary law and be proportional in relation to the 
public interest pursued. Impmtant public interests include the State aid 
control of article 108 of the TFEU and national taxation interests ( e.g. 
tax supervision and the prevention of tax fraud and tax avoidance). 
They have tobe clearly identified by the provisions, and the interven
tion shall not go beyond the level that is necessary to achieve its goal. 

(4) Weighing the public interest with protection of private data, an EU 
standard of international tax secrecy has to be established. A lack of 
legal protection can be found regarding legal entities that are not fully 
covered by the EU data protection law. A legal entity's commercial, 
industrial, business and professional secrets shall be protected in the 
same way as personal data of natural persons. At present, these enter
prise secrets are protected by the freedom to conduct a business ( art
icle 16 of the ECFR) and the right to prope11y, including intellectual 
property (article 17 ofthe ECFR). Thus, article 17(4) ofDAC has tobe 
read as an obligation to refuse the disclosure of these secrets. 
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